Procedure - Deploying Auvik on a New Network Site

Intent of this document 
This document is intended to speed up the process of deploying Auvik to a new site. By the end of this procedure, an Auvik collector will be set up and installed on the site, and network discovery nearly complete. 

Pre-requisites
Before deploying Auvik on a new network site, make sure you have: 
· Login credentials for the site’s firewall, switches, and access points (see <Password Manager Tool>)
· SNMP read-only community strings for all network devices, if SNMP is already enabled
· Domain administrator credentials for Windows Remote Management (WinRM) setup
· Access to a Windows server to deploy the Auvik Windows collector OR access to an ESXi host to deploy the Auvik OVA collector

1/ Configure Auvik for the new site

1) Log into https://<globalviewurl>.my.auvik.com 
2) From the side navigation bar, click All Sites. 
3) In the center bottom pane, click the Add Site button (see screenshot).
4) In the dialog box that pops up, fill in all the details. <Add any standards your business has for site naming here.> Then click Next (see screenshot).
5) Set user permissions, then click Save. 
6) Optionally, configure any integrations set up at the global level to map to this site, Integrations might include ConnectWise, Autotask, Meraki, and Datto. 

These steps create the site in the Auvik dashboard. It should take less than a minute for the new site to be ready. 

2/ Set up the Auvik collector 
Now that you have the site set up in Auvik, you need to install a collector. The collector acts as a local relay between the site network and Auvik. The collector handles all communication to devices using SNMP, SSH, WinRM, and other communication protocols.

There are a few different methods for installing a collector. The preference at <Company Name> is to use the Windows collector. 

Installing the Windows collector
1) Open up <remote access tool> and access a server on the new site. 
2) Log into Auvik from that machine using https://<siteURL>.my.auvik.com 
3) Select Install Windows Service.
4) Click Download to retrieve the executable file.
5) Following the remaining instructions on screen or in the Auvik Knowledge Base. 

If your company has additional details about what device to install the collector on (e.g.,  domain controller or not), you can add them here.

If your company has developed a script for your RMM to deploy the Auvik collector, or you use a script available in the community, you can add details of that here. 

If there’s no Windows server available for the collector installation, install the OVA collector instead. 

Installing the OVA collector
1) Log into vCenter. Select the host you’re going to install the collector on. Log into Auvik at https://<siteURL>.my.auvik.com.
2) From the site’s collector installation wizard, select Install Virtual Appliance.
3) Click Download to download the OVA file.
4) Follow the remaining instructions on screen or in the Auvik Knowledge Base.

If you customize the collector (using vm-tools, for example), you can include those details here.

You’ve now successfully deployed the Auvik collector. You can log out of the server on which you deployed Auvik or exit vCenter. The remaining configuration can be done from your workstation logged into Auvik. 

3/ Set up a domain user for WMI and WinRM
To get the most visibility out of Auvik, we enable WinRM on all servers and workstations. To do this, set up a domain user for Auvik with limited privileges. 

1) Open Active Directory and head to Users and Computers. 
2) Under Users, create a new user named <organizationname>_auvik. 
3) Uncheck User must change password. Check User cannot change Password and Password never expires. 
4) Generate a random password. Type it into Auvik and add it to <documentation platform>. Yes, document it right now!
5) Click Next, then Finish.
6) In Auvik, go to Discovery > Manage Credentials > WMI Credentials, then click the Add WMI Credentials button. 
7) Set a name (e.g., Auvik Default WMI Login) and fill out the username, domain, and password fields. 

4/ Create an Active Directory group policy 
Create a GPO to allow the Auvik collector to communicate with all workstations over WinRM. If you’ve already created an importable GPO file, attach it here. Full details on how to set up a group policy for WinRM can be found in the Auvik Knowledge Base. 

Insert more detailed steps for your particular process here. In short, it should be something like:

1) Create GPO.
2) Enable WinRM service.
3) Create a firewall rule for inbound connections.
4) Allow the Auvik collector IP address to connect. You’ll find the Auvik collector IP in the Auvik site dashboard under Auvik Collectors. 
5) Ensure the <organizationname>_auvik user that was created is part of the WinRMRemoteWMIUsers__ group.

5/ Configure the firewall for Auvik communication
Log into the firewall on the site to enable discovery services so Auvik can communicate with the device using SNMP and SSH. Typically the IP address of the firewall on our sites is <W.X.Y.254>. Once you find the firewall, log into the firewall dashboard using Auvik’s remote browser feature.
 
1) From the Auvik dashboard, find the device by IP address on the map.
2) Click on the device to launch the device dashboard.
3) Hover over Remote Management in the top right of the device dashboard.
4) Click Remote Browser.
5) Log into the firewall using the device’s login credentials.

Most often the firewall is a <Insert Vendor>. Here’s how to enable SNMP on these firewalls:

Insert instructions to enable SNMP on your most common firewall vendor, or link to other resources with those details. 

You may need to allow SSH access to the firewall from the Auvik collector as well. Here’s how to enable SSH access for the collector:

Insert instructions to enable SSH on your most common firewall vendor, or link to other resources with those details. 

Note: If you’re required to create a new SNMP community string at any time through this process, ensure it’s a random-generating string that’s at least 16 characters long with no special characters. Once the credential has been created, make sure you add it to <documentation platform>. 

6/ Configure the switches for Auvik communication
Enable the switches on the site for discovery services so Auvik can communicate with the devices using SNMP and SSH.  Typically the IP address of the switches on our sites are in the range of <W.X.Y.2> to <W.X.Y.10>. Once you find the switches, log into each switch dashboard using Auvik’s remote browser feature.
 
1) From the Auvik dashboard, find the device by IP address on the map.
2) Click on the device to launch the device dashboard.
3) Hover over Remote Management in the top right of the device dashboard.
4) Click Remote Browser.
5) Log into the switch using the device’s login credentials.

Most often the switch is a <Insert Vendor>. Here’s how to enable SNMP on these switches:

Insert instructions to enable SNMP on your most common switch vendor, or link to other resources with those details. 

You may need to allow SSH access to the switch from the Auvik collector as well. Here’s how to enable SSH access for the collector:

Insert instructions to enable SNMP on your most common switch vendor, or link to other resources with those details. 

Note: If you aren’t able to find the switches using our IP address range, look in these two areas in Auvik:
1) Under Discovery > Manage Devices, filter for Generic Device. Then, under the Make and Model column, look for any devices from known networking vendors such as Cisco, HP, etc.
2) Under Inventory > All Services > HTTP/S Services, look for devices that are listening on ports 80, 443, 8080, or other common ports used to manage network devices that still have a generic device name, such as Device@192.168.1.1. These devices are running a web server but aren’t yet identified—they’re likely important devices.

7/ Configure the access points for Auvik communication
Enable the access points on the site to enable discovery services so Auvik can communicate with the devices using SNMP. Typically the IP address of the access points on our sites are in the range of <W.X.Y.11> to <W.X.Y.20>. Once you find the access points or the access point controller, log into the dashboard to enable SNMP.

Most often the access points are <Insert Vendor>. Here’s how to enable SNMP on these access points:

Insert instructions to enable SNMP on your most common APs, or link to other resources with those details. 

8/ Configure remaining devices for Auvik communication
Check <documentation platform> for any further known networking devices that Auvik may not yet have the correct SNMP community strings for. This may include devices such as NAS or printers. 
If there are remaining discovery banners at the top of the Auvik dashboard, investigate the banners. If there’s no need to add credentials for the discovered devices, indicate this in the device Notes section on the device dashboard. 

9/ You’re done!
Auvik is deployed and ready to go.
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